
READ ONLY DOMAIN 
CONTROLLER 

RODCs offer improved security, faster logon times, 
and more efficient access to local resources. RODC 
administration can be delegated to users or groups 
that do not have administrative rights in 
the domain. 







You need to verify requirements for installing a RODC in your 
environment. One of the important requirement is the forest functional 
level, verify that your forest functional level is set to Windows Server 
2003 or newer. In my case, my forest functional level is already set to 
Windows Server 2012 R2. 
 
To verify the forest functional level, log in to your AD Server, 
open Active Directory Users and Computers, right-click the 
Local domain, and then click Raise domain functional level 
and  confirm that the Current domain functional level is set to Windows 
Server 2012 R2… 



Installing a Read Only Domain Controller. 
 
This is going to be the same process we used to install a Domain Controller. 



















pre-staging of RODC installation 



Note that all the objects are missing we cannot create anything new. The NEW tab  
missing. 

RODC 

Changes can only be made on the writable domain controller 



On the writable domain controller we could create a group and a user 
Who will administer the RODC. We could then add the group to the  

Any one who is a member of 
This group will have their pass 
words cached on the RODC.  This 
means that these  passwords will 
not only be cached on this RODC 
but any RODC in the Domain 
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If we wanted the passwords to be cached only on the specific RODC that we are dealing with 
Then we Would have to connect to that RODC and add the users to the Allowed RODC 
Password Replication Group on that RODC. 
 

Expand the Domain controllers object, right click on the RODC computer object and 
Click on properties 



As you can see everyone else is set to deny except the Allowed RODC password replication 
Group.   



If you wanted to add a specific person you would click on Add and select the option to  
allow passwords for the accounts to replicate to this RODC 



So now any users in the Dallas Users group 
Will be able to catch their password on the 
Dallas RODC Domain Controller 



ROLE SEPARATION 
 
 

On a RODC if we want to make someone an Administrator (local – because a member  
on a RODC cannot be a domain Administrator) we have to do it from the command 
Prompt. 

The user we created on the  
Writable DC 



the list roles command 
Gives you a list of all 
The local roles  
Available on the sever 

If  you want to make someone a member of a specific type of local group so as to manage 
the individual server but without having Active Directory specific privileges, then this is 
how you do it.  This is called Administrative Role Separation. 



RODC AND DNS 

If a DNS server is installed on an RODC, clients can send name resolution 
queries as they would to any other DNS server. 
However, the DNS server on an RODC does not support client updates directly and 
does not register name server (NS) resource records for any Active Directory–
integrated zone that it hosts.  
 
When a client attempts to update its DNS records against an RODC, the server 
returns a referral to a writable DNS server. The RODC then requests the updated 
DNS record (only a single record) from the writable DNS server. The entire list of 
changed zone or domain data does not get replicated during this special replicate-
single-object request.`       
         
         
         
         
         
         
         
         
         
         
         
         
         
         
         
         
         
         
         
         
         
         
         
         
         
         
         
         
         
         
         
         
         
         
         
         
         
         
         
         
         
         
         
         
         
         
         
         
         
         
         
         
         
         
         
         
         
         
         
         
         
         
         
   


